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QLectives introduction

QLectives is a project bringing together top social modelers, peer-to-peer engineers
and physicists to design and deploy next generation self-organising socially intelligent
information systems. The project aims to combine three recent trends within informa-
tion systems:

• Social networks - in which people link to others over the Internet to gain value
and facilitate collaboration

• Peer production - in which people collectively produce informational products
and experiences without traditional hierarchies or market incentives

• Peer-to-Peer systems - in which software clients running on user machines dis-
tribute media and other information without a central server or administrative
control

QLectives aims to bring these together to form Quality Collectives, i.e. functional
decentralised communities that self-organise and self-maintain for the benefit of the
people who comprise them. We aim to generate theory at the social level, design
algorithms and deploy prototypes targeted towards two application domains:

• QMedia - an interactive peer-to-peer media distribution system (including live
streaming), providing fully distributed social filtering and recommendation for
quality

• QScience - a distributed platform for scientists allowing them to locate or form
new communities and quality reviewing mechanisms, which are transparent and
promote quality

The approach of the QLectives project is unique in that it brings together a highly
inter-disciplinary team applied to specific real world problems. The project applies a
scientific approach to research by formulating theories, applying them to real systems
and then performing detailed measurements of system and user behaviour to validate
or modify our theories if necessary. The two applications will be based on two existing
user communities comprising several thousand people - so-called "Living labs", media
sharing community tribler.org; and the scientific collaboration forum EconoPhysics.
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Executive summary

In WP2.3 our task was to design and implement several algorithms that fall in the
data mining domain. These algorithms had to be fully distributed, robust, and ef-
ficient, and they were required to be implemented in the P2P QLectives living lab
platform. We achieved these goals by proposing and implementing the gossip learning
framework (GOLF), which is a generic scheme for applying data mining algorithms in
unreliable distributed environments. To instantiate the scheme for a specific data min-
ing algorithm, one needs an online version of the algorithm, along with an optional
(but recommended) combination scheme that is elaborated on below.

We first define our system model to be the classical P2P model, where nodes can
have overlay links (defined by the “knows about” relation), over which they can send
messages. Communication is unreliable and asynchronous. We assume that there is
a huge number of nodes, and data is fully distributed over these nodes. Each nodes
contains a potentially very small proportion of the data, perhaps only a single data
record (profile, preferences, personal GPS track, and so on). We assume that due to
privacy, data cannot be moved out of a node, and only anonymous information can be
communicated.

Our idea to implement data mining algorithms under these assumptions relies on
gossip communication, where nodes periodically communicate with random peers.
Gossip is often used to spread information or perform global computations. In the
case of data mining, what is gossiped are machine learning models: linear model pa-
rameters, neural networks, decision trees, and so on. Each node updates the models it
receives using its locally stored data using an appropriate online algorithm. The node
can also combine models that pass through it, hence speeding up convergence. After-
wards the node gossips these models to random peers. As a result, the models in the
network converge to a high quality model that describes the dataset spread over the
network.

We studied the case of linear models in detail, both theoretically and experimen-
tally. Linear models are very simple, yet in high dimensional spaces, or with an ap-
propriate non-linear transformation of the feature space, they can be very competitive.
In the case of linear models we proposed a model-combination method that is simply
the averaging of the models. We argued that performing prediction using the average
of two linear models is very close to a weighted vote of the two original models. This
means that a repeated averaging-based combination during gossip is a very efficient
implementation of weighted voting over an exponentially increasing number of mod-
els (which are not independent, however). We demonstrated experimentally that the
algorithm is robust and has a favorable convergence speed. Finally, we proved theoret-
ically that the averaging-based combination technique will preserve the convergence
of an online SVM learner called Pegasos.

GOLF was implemented for the P2P QLectives platform that is based on Tribler, a
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social-based BitTorrent client developed at TU Delft. We used the stable release (ver-
sion 5.4.x at the time of the implementation) and extended it with our machine learn-
ing implementation. GOLF is implemented as a Dispersy community, a feature of the
QLectives platform that was introduced during the project. We tested our implemen-
tation using a setup of 90 Tribler clients that were run on our high performance server
on different ports. In our tests we used a simple perceptron learner over a benchmark
database, and validated our results using PeerSim simulations for the same problem.

We mention two possible applications of GOLF. The first is the implementation of
recommender systems. We outline a collaborative filtering approach that can be im-
plemented in an online fashion, and hence can serve as a basis for a GOLF implemen-
tation. The second is related to WP4.4, where quality metadata needs to be identified
and promoted. Our framework can be used to implement data mining algorithms to
filter spam, or to detect vandalism in a distributed way. We will report on the results
of this application in Deliverable D4.4.4 due in month 48.

We conclude that the implementation of the learning framework in the P2P QLec-
tives platform has been tested and validated, and it is ready for deployment. Since it
is a generic platform, it can support any algorithms that have an online variant with a
bounded space-complexity of the learned models.
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Chapter 1

Introduction

This document reports on the outcome of WP2.3 and its integration into the P2P QLec-
tives platform. The main goal of WP2.3 was to design and develop several data mining
algorithms for ranking and recommendation. The main design goal was to make sure
that the algorithms are suitable for a dynamic and large scale P2P environment, and
they support privacy preservation through not collecting user data at all but process-
ing it only locally.

In the first years of WP2.3, we have developed a number of algorithms initially
for P2P recommendation [34, 36]. During that time, WP2.3 was in close contact with
Stream 1 partners who also proposed a number of inspiring algorithms for the same
purpose based on a number of physical analogies [33, 43, 52]. The algorithms result-
ing from Stream 1 were carefully analyzed from the point of view of practical aspects
related to P2P environments (scalability, communication constraints, etc) and our ob-
jective to analyze the data in situ, without collecting it centrally.

During the first years of the project it also became clear, that Stream 4—in partic-
ular WP4.4 for developing self-maintaining mechanisms to provide quality metadata
in our QLectives platform—also requires machine learning algorithms, for example,
spam filtering or vandalism detection. After realizing this link with Stream 4 we de-
voted appropriate effort to vandalism detection [35] and we studied the possibilities
to allow these algorithms to be supported by the software platform being designed
and implemented in WP2.3.

Based on this initial work and the experiences we obtained during the first years,
we designed a fully distributed generic machine learning framework that is based on gos-
sip, and can be incorporated into the architecture of the P2P QLectives platform being
developed in Stream 4. This gossip learning framework (GOLF) was designed to sup-
port any machine learning application, including spam filtering, vandalism detection,
recommender systems, and so on. The framework can be instantiated by implement-
ing an online learning algorithm, that has a sub-linear model size in the number of
examples visited. An optional (but highly recommended) merging algorithm that is
able to combine two models into one in a meaningful way can also be implemented,
which results in a dramatically increased scalability and speedup.

In Chapter 2 we describe the GOLF framework, and one instantiation based on a
linear SVM learner. After, we present theoretical and experimental results with this
instantiation.

The implementation of GOLF in our P2P QLectives platform has been completed,
and is described in Chapter 3, where we also briefly outline an approach that can be

3
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applied to implement a recommender system in GOLF.
GOLF was integrated into the platform as a generic component with access to local

user data such as ratings, as well as public global data that is propagated by the plat-
form. An application related to WP4.4 (spam detection) has also been implemented
and is ready for testing. This implementation will form the basis for D4.4.4 in the final
year.
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Chapter 2

Gossip Learning with Linear Models on
Fully Distributed Data

Machine learning over fully distributed data poses an important problem in peer-to-
peer (P2P) applications. In this model we have one data record at each network node,
but without the possibility to move raw data due to privacy considerations. For ex-
ample, it might be user profiles, ratings, history or sensor readings. This problem is
difficult, because there is no possibility to learn local models, the system model of-
fers almost no guarantees for reliability, yet the communication costs need to be kept
low. Here we propose gossip learning, a generic approach that is based on multiple
models taking random walks over the network in parallel, while applying an online
learning algorithm to improve themselves, and getting combined via ensemble learn-
ing methods. We present an instantiation of this approach for the case of classification
with linear models. Our main contribution is an ensemble learning method which—
through the continuous combination of the models in the network—implements a vir-
tual weighted voting mechanism over an exponential number of models at practically
no extra cost as compared to independent random walks. We theoretically prove
the convergence of the method and perform extensive experiments on benchmark
datasets. Our experimental analysis demonstrates the performance and robustness
of the proposed approach.

2.1 Introduction

The main attraction of peer-to-peer (P2P) technology for distributed applications and
systems is acceptable scalability at a low cost (no central servers are needed) and a
potential for privacy preserving solutions, where data never leaves the computer of
a user in a raw form. The label P2P covers a wide range of distributed algorithms
that follow a specific system model, in which there are only minimal assumptions
about the reliability of communication and the network components. A typical P2P
system consists of a very large number of nodes (peers) that communicate via message
passing. Messages can be delayed or lost, and peers can join and leave the system at
any time.

In recent years, an intense effort has been made to develop collaborative machine
learning algorithms that can be applied in P2P networks. This was motivated by
the various potential applications such as spam filtering, user profile analysis, recom-
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mender systems and ranking. For example, for a P2P platform that offers rich func-
tionality to its users including spam filtering, personalized search, and recommenda-
tion [6,15,39], or for P2P approaches for detecting distributed attack vectors [16], com-
plex predictive models have to be built based on fully distributed, and often sensitive,
data.

An important special case of P2P data processing is fully distributed data, where
each node holds only one data record containing personal data, preferences, ratings,
history, local sensor readings, and so on. Often, these personal data records are the
most sensitive ones, so it is essential that we process them locally. At the same time,
the learning algorithm has to be fully distributed, since the usual approach of building
local models and combining them is not applicable.

Our goal here is to present algorithms for the case of fully distributed data. The de-
sign requirements specific to the P2P aspect are the following. First, the algorithm has
to be extremely robust. Even in extreme failure scenarios it should maintain a reason-
able performance. Second, prediction should be possible at any time in a local manner;
that is, all nodes should be able to perform high quality prediction immediately with-
out any extra communication. Third, the algorithm has to have a low communication
complexity; both in terms of the number of messages sent, and the size of these mes-
sages as well. Privacy preservation is also one of our main goals, although in this
study we do not analyze this aspect explicitly.

The gossip learning approach we propose involves models that perform a random
walk in the P2P network, and that are updated each time they visit a node, using the
local data record. There are as many models in the network as the number of nodes.
Any online algorithm can be applied as a learning algorithm that is capable of updat-
ing models using a continuous stream of examples. Since models perform random
walks, all nodes will experience a continuous stream of models passing through them.
Apart from using these models for prediction directly, nodes can also combine them
in various ways using ensemble learning.

The generic skeleton of gossip learning involves three main components, namely
an implementation of random walk, an online learning algorithm, and ensemble learn-
ing. Here we focus on an instantiation of gossip learning, where the online learning
method is a stochastic gradient descent for linear models. In addition, nodes do not
simply update and then pass on models during the random walk, but they also com-
bine these models in the process. This implements a distributed “virtual” ensemble
learning method similar to bagging, in which we in effect calculate a weighted voting
over an exponentially increasing number of linear models.

Our specific contributions include the following: (1) we propose gossip learning, a
novel and generic approach for P2P learning on fully distributed data, which can be
instantiated in various ways; (2) we introduce a novel, efficient distributed ensemble
learning method for linear models that virtually combines an exponentially increasing
number of linear models; and (3) we provide a theoretical and empirical analysis of
the convergence properties of the method in various scenarios.

The outline of this chapter is as follows. Section 2.2 elaborates on the fully dis-
tributed data model. Section 2.3 summarizes related work and the background con-
cepts. In Section 2.4 we describe our generic approach and give a naive algorithm as an
example. Section 2.5 presents the core algorithmic contributions of this chapter along
with a theoretical discussion, followed by an experimental analysis in Section 2.6. And
Section 2.7 concludes the chapter.

6
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2.2 Fully Distributed Data

Our focus is on fully distributed data, where each node in the network has a single
feature vector that cannot be moved to a server or to other nodes. Since this model
is unusual in the data mining community, we elaborate on the motivation and the
implications of the model.

In the distributed computing literature the fully distributed data model is typical.
In the past decade, several algorithms have been proposed to calculate distributed
aggregation queries over fully distributed data, such as the average, the maximum,
and the network size (e.g., [12, 26, 49]). Here, the motivation for not moving any
raw data is mainly to achieve robustness and adaptivity through not relying on any
central servers. In some systems, like sensor networks or mobile ad hoc networks, the
physical constraints on communication also prevent the collection of the data.

An additional motivation for not moving data is privacy preservation, where local
data is not revealed in its raw form, even if the computing infrastructure made it pos-
sible. This is especially important in P2P social networking [19], where the key motiva-
tion is to give the user full control over personal data. Clearly, in P2P social networks,
there is a need for more complex aggregation queries, and ultimately, for data models,
to support features such as recommendations and spam filtering, and to make the sys-
tem more robust with the help of, for example, distributed intruder detection. In other
fully distributed systems data models are also important for monitoring and control.

Motivated by the emerging need for building complex data models over fully dis-
tributed data in different systems, we work with the abstraction of fully distributed
data, and we aim at proposing generic algorithms that are applicable in all compatible
systems.

In the fully distributed model, the requirements of an algorithm also differ from
those of parallel data mining algorithms, and even from previous work on P2P data
mining. Here, the decisive factor is the cost of message passing. Besides, the number
of messages each node is allowed to send in a given time window is limited, so compu-
tation that is performed locally has a cost that is typically negligible when compared to
communication delays. For this reason prediction performance has to be investigated
as a function of the number of messages sent, as opposed to wall clock time. Since commu-
nication is crucially important, evaluating robustness to communication failures (such
as message delay and message loss) also gets a large emphasis.

The approach we present here can also be appplied when each node stores many
records (i.e. not just one); but its advantages to known approaches to P2P data mining
become less significant, since communication plays a smaller role when local data is
already usable to build reasonably good models. In the following we focus on the fully
distributed model.

2.3 Background and Related Work

We organize the discussion of the background of our work along the generic model
components outlined in the Introduction and explained in Section 2.4: online learn-
ing, ensemble learning and peer sampling. We also discuss related work in P2P data
mining. Here, we do not consider parallel data mining algorithms. This field has a
large literature, but the rather different underlying system model means it is of little
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relevance to us here.

Online Learning. Gossip learning relies on algorithms that iterate over the available
training data, or process a continuous stream of data records, and evolve a model by
updating it for each individual data record according to some update rule. Ma et al.
provide a nice summary of such algorithms for large scale data [32]. Among these
methods, we focus on stochastic gradient descent, which is a simple algorithm that
has been shown to be very well suited for the large scale data mining scenarios we are
interested in [10,11]. In this chapter, we use the Pegasos algorithm, which is a gradient
method for linear SVM learning [42].

Ensemble Learning. Most distributed large scale algorithms apply some form of en-
semble learning to combine models learned over different samples of the training data.
Rokach presents a survey of ensemble learning methods [41]. We apply a method for
combining the models in the network that is related to both bagging [13] and “pasting
small votes” [14]: when the models start their random walk, initially they are based on
non-overlapping small subsets of the training data due to the large scale of the system
(the key idea behind pasting small votes) and as time goes by, the sample sets grow,
approaching the case of bagging (although the samples that belong to different models
will not be completely independent in our case).

Peer Sampling in Distributed Systems. The sampling probability for each data
record is defined by peer sampling algorithms that are used to implement the ran-
dom walk. Here, we apply uniform sampling. A set of approaches to implement uni-
form sampling in a P2P network apply random walks themselves over a fixed overlay
network, in such a way that the corresponding Markov-chain has a uniform limiting
distribution [22, 28, 46]. In our algorithm, we apply gossip-based peer sampling [27]
where peers periodically exchange small random subsets of addresses, thereby pro-
viding a local random sample of the addresses at each point in time at each node. The
advantage of gossip-based sampling in our setting is that samples are available locally
and without delay. Furthermore, the messages related to the peer sampling algorithm
can piggyback the random walks of the models, thereby avoiding any overheads in
terms of message complexity.

P2P Learning. In the area of P2P computing, a large number of fully distributed algo-
rithms are known for calculating global functions over fully distributed data, generally
referred to as aggregation algorithms. The literature of this field is vast, we mention
only two examples: Astrolabe [49] and gossip-based averaging [26]. These algorithms
are simple and robust, but are capable of calculating only simple functions such as the
average. Nevertheless, these simple functions can serve as key components for more
sophisticated methods, such as the EM algorithm [30], unsupervised learners [44] or
the collaborative filtering based recommender algorithms [7,23,36,48]. However, here
we seek to provide a rather generic approach that covers a wide range of machine
learning models, while maintaining a similar robustness and simplicity.

In the past few years there has been an increasing number of proposals for P2P
machine learning algorithms as well, like those in [3–5, 18, 24, 31, 45]. The usual as-
sumption in these studies is that a peer has a subset of the training data on which a

8
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Algorithm 1 Gossip Learning Scheme

1: initModel()
2: loop
3: wait(∆)
4: p← selectPeer()
5: send modelCache.freshest() to p
6: end loop
7:

8: procedure ONRECEIVEMODEL(m)
9: modelCache.add(createModel(m, lastModel))

10: lastModel← m
11: end procedure

model can be learned locally. After learning the local models, algorithms either aggre-
gate the models to allow each peer to perform local prediction, or they assume that
prediction is performed in a distributed way. Clearly, distributed prediction is a lot
more expensive than local prediction; however, model aggregation is not needed, and
there is more flexibility in the case of changing data. In our approach we adopt the
fully distributed model, where each node holds only one data record. In this case we
cannot talk about local learning: every aspect of the learning algorithm is inherently
distributed. Since we assume that data cannot be moved, the models need to visit
data instead. In a setting like this, the main problem we need to solve is to efficiently
aggregate the various models that evolve slowly in the system so as to speed up the
convergence of prediction performance.

To the best of our knowledge there is no other learning approach available that is
designed to work in our fully asynchronous and unreliable message passing model,
and which is capable of producing a large array of state-of-the-art models.

2.4 Gossip Learning: the Basic Idea

Algorithm 1 provides the skeleton of the gossip learning framework. The same algo-
rithm is run at each node in the network. The algorithm consists of an active loop of
periodic activity, and a method for handling incoming models. Based on every incom-
ing model a new model is created potentially combining it with the previous incoming
model. This newly created model is stored in a cache of a fixed size. When the cache is
full, the model stored for the longest time is replaced by the latest model added. The
cache provides a pool of recent models that can be used to implement, for example,
voting based prediction. We discuss this possibility in Section 2.6. In the active loop
the freshest model (the model added to the cache most recently) is sent to a random
peer.

We make no assumptions about either the synchrony of the loops at the different
nodes or the reliability of the messages. We do assume that the period of the loop ∆ is
the same at every node. For simplicity, here we assume that the active loop is initiated
at the same time at every node, and we do not consider any stopping criteria, so the
loop runs indefinitely. The assumption about the synchronized start allows us to focus
on the convergence properties of the algorithm, but it is not a crucial requirement in

9
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Algorithm 2 CREATEMODEL: three implementations

1: procedure CREATEMODELRW(m1 , m2)
2: return update(m1)
3: end procedure
4:

5: procedure CREATEMODELMU(m1 , m2)
6: return update(merge(m1, m2))
7: end procedure
8:

9: procedure CREATEMODELUM(m1 , m2)
10: return merge(update(m1),update(m2))
11: end procedure

practical applications. In fact, randomly restarted loops actually help in following
drifting concepts and changing data, which is the subject of our ongoing work.

The algorithm contains abstract methods that can be implemented in different
ways to obtain a concrete learning algorithm. The main placeholders are SELECTPEER

and CREATEMODEL. Method SELECTPEER is the interface for the peer sampling ser-
vice, as described in Section 2.3. Here we use the NEWSCAST algorithm [27], which is
a gossip-based implementation of peer sampling. We do not discuss NEWSCAST here
in detail, all we assume is that SELECTPEER() provides a uniform random sample of the
peers without creating any extra messages in the network, given that NEWSCAST gossip
messages (which contain only a few dozen network addresses) can piggyback gossip
learning messages.

The core of the approach is CREATEMODEL. Its task is to create a new updated
model based on locally available information—the two models received most recently,
and the local single training data record—to be sent on to a random peer. Algorithm 2
lists three implementations that are still abstract. They represent those three possible
ways of breaking down the task that we will study in this deliverable.

The abstract method UPDATE represents the online learning algorithm—the second
main component of our framework besides peer sampling—that updates the model
based on one example (the local example of the node). Procedure CREATEMODELRW
implements the case where models independently perform random walks over the
network. We will use this algorithm as a baseline.

The remaining two variants apply a method called MERGE, either before the update
(MU) or after it (UM). Method MERGE helps implement the third component, namely
ensemble learning. A completely impractical example for an implementation of MERGE

is the case where the model space consists of all the sets of basic models of a certain
type. Then MERGE can simply merge the two input sets, UPDATE can update all the
models in the set, and a prediction can be made by, for example, majority voting (for
classification) or averaging the predictions (for regression). With this implementation,
all nodes would collect an exponentially increasing set of models, allowing for a much
better prediction after a much shorter learning time in general that based on a single
model [13, 14], although the learning history for the members of the set would not be
completely independent.

This implementation is, of course, impractical because the size of the messages in
each cycle of the main loop would increase exponentially. Our main contribution is to
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discuss and analyze a special case, namely linear models. For linear models we will
propose an algorithm where the message size can be kept constant, while producing
the same (or similar) behavior as the impractical implementation above. The subtle
difference between the MU and UM versions will also be discussed.

Let us close this section with a brief analysis of the cost of the algorithm in terms
of computation and communication. As of communication: each node in the network
sends exactly one message in each ∆ time units. The size of the message depends on
the selected hypothesis space; normally it contains the parameters of a single model.
In addition, the message also contains a small, constant number of network addresses
as defined by the NEWSCAST protocol (typically around 20). The computational cost
is one or two update steps in each ∆ time units for the UM or the MU variants, respec-
tively. The exact cost of this step depends on the selected online learner.

2.5 Merging Linear Models through Averaging

The key observation we make is that in a linear hypothesis space, in certain cases
voting-based prediction is equivalent to a single prediction by taking the average of the
models that participate in the voting. Furthermore, updating a set of linear models and
then averaging them is sometimes equivalent to averaging the models first, and then
updating the resulting single model. These observations are valid in a strict sense only
in special circumstances. However, our intuition is that even if this key observation
holds only in a heuristic sense, it still provides a valid heuristic explanation of the
behavior of the resulting averaging-based merging approach.

In the following we first give an example of a case where there is a strict equiva-
lence of averaging and voting to illustrate the concept, then we discuss and analyze a
practical and competitive algorithm, where the correspondence of voting and averag-
ing is only heuristic in nature.

2.5.1 The Adaline Perceptron

Here, we consider the Adaline perceptron [51] which arguably has one of the simplest
update rules due to its linear activation function. Without loss of generality, we ignore
the bias term. The error function to be optimized is defined as

Ex(w) =
1

2
(y − 〈w, x〉)2, (2.1)

where w is the linear model and (x, y) is a training example (x, w ∈ R
n, y ∈ {−1, 1}).

The gradient at w for x is given by

∇w =
∂Ex(w)

∂w
= −(y − 〈w, x〉)x (2.2)

that defines the learning rule for (x, y) by

w(k+1) = w(k) + η(y − 〈w(k), x〉)x, (2.3)

where η is the learning rate. In this case it is a constant.
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Now, let us assume that we are given a set of models w1, . . . , wm, and let us define
w̄ = (w1 + . . .+ wm)/m. In the case of a regression problem, the prediction for a given
point x and model w is 〈w, x〉. It is not hard to see that

h(x) = 〈w̄, x〉 =
1

m
〈

m
∑

i=0

wi, x〉 =
1

m

m
∑

i=0

〈wi, x〉, (2.4)

which means that the voting-based prediction is equivalent to prediction based on the
average model.

In the case of classification, the equivalence does not hold for all voting mecha-
nisms. But it is easy to verify that in the case of a weighted voting approach, where
vote weights are given by |〈w, x〉|, and the votes themselves are given by sgn〈w, x〉, the
same equivalence holds:

h(x) = sgn(
1

m

m
∑

i=1

|〈w, x〉| sgn〈w, x〉) = sgn(
1

m

m
∑

i=1

〈wi, x〉) = sgn〈w̄, x〉. (2.5)

A similar approach to this weighted voting mechanism has been shown to improve the
performance of simple vote counting [8]. Our preliminary experiments also support
this.

In a very similar manner, it can be shown that updating w̄ using an example (x, y)
is equivalent to updating all the individual models w1, . . . , wm and then taking the
average:

w̄ + η(y − 〈w̄, x〉)x =
1

m

m
∑

i=1

wi + η(y − 〈wi, x〉)x. (2.6)

The above properties lead to a rather important observation. If we implement our
gossip learning skeleton using Adaline, as shown in Algorithm 3, then the resulting
algorithm behaves exactly as if all the models were simply stored and then forwarded,
resulting in an exponentially increasing number of models contained in each message,
as described in Section 2.4. That is, averaging effectively reduces the exponential mes-
sage complexity to transmitting a single model in each cycle independently of time, yet
we enjoy the benefits of the aggressive, but impractical approach of simply replicating
all the models and using voting over them for prediction.

It should be mentioned that—even though the number of “virtual” models grows
exponentially fast—the algorithm is not equivalent to bagging over an exponential
number of independent models. In each gossip cycle, there are only N independent
updates occurring in the system overall (where N is the number of nodes), and the
effect of these updates is being aggregated rather efficiently. In fact, as we will see
in Section 2.6, bagging over N independent models actually outperforms the gossip
learning algorithms.

2.5.2 Pegasos

Here, we discuss the adaptation of Pegasos (a linear SVM gradient method [42] used
for classification) into our gossip framework. The components required for the adap-
tation are shown in Algorithm 3, where method UPDATEPEGASOS is simply taken
from [42]. For a complete implementation of the framework, one also needs to select
an implementation of CREATEMODEL from Algorithm 2. In the following, the three
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Algorithm 3 Pegasos and Adaline updates, initialization, and merging

1: procedure UPDATEPEGASOS(m)
2: m.t← m.t + 1
3: η ← 1/(λ ·m.t)
4: if y 〈m.w, x〉 < 1 then
5: m.w ← (1− ηλ)m.w + ηyx
6: else
7: m.w ← (1− ηλ)m.w
8: end if
9: return m

10: end procedure
11:

12: procedure UPDATEADALINE(m)
13: m.w ← m.w + η(y − 〈m.w, x〉)x
14: return m
15: end procedure
16:

17: procedure INITMODEL

18: lastModel.t← 0
19: lastModel.w ← (0, . . . , 0)T

20: modelCache.add(lastModel)
21: end procedure
22:

23: procedure MERGE(m1 ,m2)
24: m.t← max(m1.t,m2.t)
25: m.w ← (m1.w +m2.w)/2
26: return m
27: end procedure

versions of a complete Pegasos-based implementation defined by these options will
be referred to as P2PEGASOSRW, P2PEGASOSMU, and P2PEGASOSUM.

The main difference between the Adaline perceptron and Pegasos is the context de-
pendent update rule that is different for correctly and incorrectly classified examples.
Due to this difference, there is no strict equivalence between averaging and voting, as
in the previous subsection. To see this, consider two models, w1 and w2, and an ex-
ample (x, y), and let w̄ = (w1 + w2)/2. In this case, updating w1 and w2 first, and then
averaging them results in the same model as updating w̄ if and only if both w1 and w2

classify x in the same way (correctly or incorrectly). This is because when updating w̄,
we virtually update both w1 and w2 in the same way, irrespective of how they classify
x individually.

This seems to suggest that P2PEGASOSUM is a better choice. We will test this hy-
pothesis experimentally in Section 2.6, where we will show that, surprisingly, it is not
always true. The reason could be that P2PEGASOSMU and P2PEGASOSUM are in fact
very similar when we consider the entire history of the distributed computation, as
opposed to a single update step. The histories of the models define a directed acyclic
graph (DAG), where the nodes are merging operations, and the edges correspond to
the transfer of a model from one node to another. In both cases, there is one update
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corresponding to each edge: the only difference is whether the update occurs on the
source node of the edge or on the target. Apart from this, the edges of the DAG are the
same for both methods. Hence we see that P2PEGASOSMU has the favorable prop-
erty that the updates that correspond to the incoming edges of a merge operation are
done using independent samples, while for P2PEGASOSUM they are performed with
the same example. Thus, P2PEGASOSMU guarantees a greater independence of the
models.

In the following we present our theoretical results for both P2PEGASOSMU and
P2PEGASOSUM. We note that these results do not assume any coordination or syn-
chronization; they are based on a fully asynchronous communication model. First let
us formally define the optimization problem, and let us introduce some notation.

Let S = {(xi, yi) : 1 ≤ i ≤ m, xi ∈ R
n, yi ∈ {+1,−1}} be a distributed training set

with one data point at each network node. Let f : Rn → R be the objective function of
the SVM learning problem:

f(w) = min
w

λ

2
‖w‖2 +

1

m

∑

(x,y)∈S

ℓ(w; (x, y)),

where ℓ(w; (x, y)) = max{0, 1− y〈w, x〉}

(2.7)

Note that f is strongly convex with a parameter λ [42]. Let w⋆ denote the global opti-
mum of f . For a fixed data point (xi, yi) we define

fi(w) =
λ

2
‖w‖2 + ℓ(w; (xi, yi)), (2.8)

which is used to derive the update rule for the Pegasos algorithm. Obviously, fi is λ
strongly convex as well, since it has the same form as f with m = 1.

The update history of a model can be represented as a binary tree, where the nodes
are models and the edges are defined by the direct ancestor relation. Let us denote

the direct ancestors of w(i+1) by w
(i)
1 and w

(i)
2 . These ancestors are averaged and then

updated to obtain w(i+1) (assuming the MU variant). Let the sequence w(0), . . . , w(t) be
defined as the path in this history tree, for which

w(i) = argmax
w∈{w

(i)
1 ,w

(i)
2 }
‖w − w⋆‖, i = 0, . . . , t− 1. (2.9)

This sequence is well defined. Let (xi, yi) denote the training example that was used
in the update step, and which gave w(i) in the series defined above.

Theorem 1 (P2PEGASOSMU convergence). We assume that (1) each node receives an in-
coming message after any point in time within a finite time period (eventual update assump-
tion), (2) there is a subgradient ∇ of the objective function such that ‖∇w‖ ≤ G for every w.
Then,

1

t

t
∑

i=1

fi(w̄
(i))− fi(w

⋆) ≤
G2(log(t) + 1)

2λt
(2.10)

where w̄(i) = (w
(i)
1 + w

(i)
2 )/2.

Proof. During the running of the algorithm, let us pick any node on which at least one
subgradient update has already been performed. There is such a node eventually, due
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to the eventual update assumption. Let the model currently stored at this node be
w(t+1).

We know that w(t+1) = w̄(t) −∇(t)/(λt), where w̄(t) = (w
(t)
1 + w

(t)
2 )/2 and where ∇(t)

is the subgradient of ft. From the λ-convexity of ft it follows that

ft(w̄
(t))− ft(w

⋆) +
λ

2
‖w̄(t) − w⋆‖2 ≤ 〈w̄(t) − w⋆,∇(t)〉. (2.11)

On the other hand, the following inequality is also true, following from the definition
of w̄(t+1), G and some algebraic rearrangement:

〈w̄(t) − w⋆,∇(t)〉 ≤
λt

2
‖w̄(t) − w⋆‖2 −

λt

2
‖w(t+1) − w⋆‖2 +

G2

2λt
. (2.12)

Moreover, we can bound the distance of w̄(t) from w⋆ by the distance of the ancestor of
w̄(t) that is further away from w⋆ with the help of the Cauchy–Bunyakovsky–Schwarz
inequality:

‖w̄(t) − w⋆‖2 =

∥

∥

∥

∥

∥

w
(t)
1 − w⋆

2
+

w
(t)
2 − w⋆

2

∥

∥

∥

∥

∥

2

≤ ‖w(t) − w⋆‖2. (2.13)

From (2.11), (2.12), (2.13) and the bound on the subgradients, we have

ft(w̄
(t))− ft(w

⋆) ≤
λ(t− 1)

2
‖w(t) − w⋆‖2 −

λt

2
‖w(t+1) − w⋆‖2 +

G2

2λt
. (2.14)

Note that this bound also holds for w(i), 1 ≤ i ≤ t. Summing up both sides of these t
inequalities, we get the following bound:

t
∑

i=1

fi(w̄
(i))− fi(w

⋆) ≤ −
λt

2
‖w(t+1) − w⋆‖2 +

G2

2λ

t
∑

i=1

1

i
≤

G2(log(t) + 1)

2λ
, (2.15)

from which the theorem follows after division by t.

The bound in (2.15) is analogous to the bound presented in [42] in the analysis of
the PEGASOS algorithm. It basically means that the average error tends to zero. To
be able to show that the limit of the process is the optimum of f , it is necessary that
the samples involved in the series are uniform random samples [42]. Investigating
the distribution of the samples is left to future work; but we believe that the distri-
bution closely approximates uniformity for a large t, given the uniform random peer
sampling that is applied.

For P2PEGASOSUM, an almost identical derivation leads us to a similar result
(omitted due to lack of space).

2.6 Experimental Results

We experiment with two algorithms, namely P2PEGASOSUM and P2PEGASOSMU.
In addition, to shed light on the behavior of these algorithms, we include a number of
baseline methods as well. In the experiments that we performed, we used the PEERSIM

event based P2P simulator [38].
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2.6.1 Experimental Setup

Baseline Algorithms. The first baseline we use is P2PEGASOSRW. If there is no mes-
sage drop or message delay, this is equivalent to the Pegasos algorithm, since in cycle
t all peers will have models that are the result of Pegasos learning on t random exam-
ples. In the case of message delay and message drop failures, the number of samples
will be less than t, as a function of the drop probability and the delay.

We also examine two variants of weighted bagging. The first variant (WB1) is defined
as

hWB1(x, t) = sgn(
N
∑

i=1

〈x, w
(t)
i 〉), (2.16)

where N is the number of nodes in the network, and the linear models w
(t)
i are learned

with Pegasos over an independent sample of size t of the training data. This baseline
algorithm can be thought of as the ideal utilization of the N independent updates per-
formed in parallel by the N nodes in the network in each cycle. The gossip framework
introduces dependencies among the models, so its performance can be expected to be
worse.

In addition, in the gossip framework a node has influence from only 2t models
on average in cycle t. To account for this handicap, we also use a second version of
weighted bagging (WB2):

hWB2(x) = sgn(

min(2t,N)
∑

i=1

〈x, wi〉). (2.17)

The weighted bagging variants described above are not practical alternatives, these
algorithms serve as a baseline only. The reason is that an actual implementation
would require N independent models for prediction. This could be achieved by
P2PEGASOSRW with a distributed prediction, which would impose a large cost and
delay for each prediction. This could also be achieved by all nodes running up to O(N)
instances of P2PEGASOSRW, and using the O(N) local models for prediction; this is
not feasible either. In sum, the point that we want to make is that our gossip algorithm
approximates WB2 quite well using only a single message per node in each cycle, due
to the technique of merging models.

The last baseline algorithm we experiment with is PERFECT MATCHING. In this al-
gorithm we replace the peer sampling component of the gossip framework: instead
of each node picking random neighbors for each cycle, we create a random perfect
matching among the peers so that every peer receives exactly one message. Our hy-
pothesis was that—since this variant increases the efficiency of mixing—it will main-
tain a higher diversity of models, and so a better performance can be expected due to
the “virtual bagging” effect we explained previously. Note that this algorithm is not
intended for practical use either.

Data Sets. We used three different data setsn, namely Reuters [21], Spambase, and
the Malicious URLs [32] data sets, which were obtained from the UCI database repos-
itory [20]. These data sets are all quite different, and include small and large sets
containing a small or large number of features. Table 2.1 shows the main properties of
these data sets, as well as the prediction performance of the Pegasos algorithm.
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Table 2.1: The main properties of the data sets, and the prediction error of the baseline
sequential algorithm.

Reuters SpamBase Malicious URLs (10)

Training set size 2,000 4,140 2,155,622
Test set size 600 461 240,508
Number of features 9,947 57 10
Class label ratio 1,300/1,300 1,813/2,788 792,145/1,603,985
Pegasos 20,000 iter. 0.025 0.111 0.080 (0.081)

Algorithm 4 Local prediction procedures

1: procedure PREDICT(x)
2: w ←modelCache.freshest()
3: return sign(〈w, x〉)
4: end procedure
5:

6: procedure VOTEDPREDICT(x)
7: pRatio← 0
8: for m ∈modelCache do
9: if sign(〈m.w, x〉) ≥ 0 then

10: pRatio← pRatio +1
11: end if
12: end for
13: return sign(pRatio/modelCache.size()−0.5)
14: end procedure

The original Malicious URLs data set has a huge number of features (∼ 3,000,000),
therefore we first performed a feature reduction step so that we can carry out simula-
tions. Note that the message size in our algorithm depends on the number of features,
so in a real application this step might also be useful in such extreme cases. We applied
the well-known correlation coefficient method for each feature with the class label, and
kept the ten features with the maximal absolute values. If necessary, this calculation
can also be carried out in a gossip-based fashion [26], but we performed it offline. The
effect of this dramatic reduction on the prediction performance is shown in Table 2.1,
where Pegasos results on the full feature set are shown in parenthesis.

Using the local models for prediction. An important aspect of our protocol is that
each node has at least one model available locally, and thus all the nodes can perform
a prediction. Moreover, since the nodes can remember the models that pass through
them at no communication cost, we cheaply implement a simple voting mechanism,
where nodes will use more than one model to make predictions. Algorithm 4 shows
the procedures used for prediction in the original case, and in the case of voting. Here
the vector x is the unseen example to be classified. In the case of linear models, the
classification is simply the sign of the inner product with the model, which essentially
describes on which side of the hyperplane the given point lies. In our experiments we
used a cache size of 10.
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Evaluation metric. The evaluation metric we focus on is prediction error. To measure
prediction error, we need to split the datasets into training sets and test sets. The ratios
of this splitting are shown in Table 2.1. In our experiments with P2PEGASOSMU and
P2PEGASOSUM we track the misclassification ratio over the test set of 100 randomly
selected peers. The misclassification ratio of a model is simply the number of the
misclassified test examples divided by the number of all test examples, which is the so
called 0-1 error.

For the baseline algorithms we used all the available models to calculate the er-
ror rate, which equals to the number of training samples. From the Malicious URLs
database we used only 10,000 examples selected at random, to make the evaluation
computationally feasible. Note, that we found that increasing the number of examples
beyond 10,000 does not result in any noticeable difference in the observed behavior.

We also calculated the similarities between the models circulating in the network,
using the cosine similarity measure. We calculated the similarity between all pairs of
models, and calculated the average. This metric is useful to study the speed at which
the actual models converge. Note that under uniform sampling it is known that all
models converge to an optimal model.

Modeling failure. In our experiments we model extreme message drop and message
delay. Drop probability is set to be 0.5. This can be considered an extremely large drop
rate. Message delay is modeled as a uniform random delay from the interval [∆, 10∆],
where ∆ is the gossip period in Algorithm 1. This is also an extreme delay, orders of
magnitudes higher than what can be expected in a realistic scenario, except if ∆ is very
small.

2.6.2 Results and Discussion

The experimental results for prediction without local voting are shown in Figures 2.1
and 2.2. Note that all variants can be mathematically proven to converge to the
same result, so the difference is in convergence speed only. Bagging can temporarily
outperform a single instance of Pegasos, but after enough training samples, all models
become almost identical, so the advantage of voting disappears.

In Figure 2.1 we can see that our hypothesis about the relationship between the
performance of the gossip algorithms and the baselines is validated: the standalone
Pegasos algorithm is the slowest, while the two variants of weighted bagging are the
fastest. P2PEGASOSMU approximates WB2 quite well, with some delay, so we can use
WB2 as a heuristic model of the behavior of the algorithm. Note that the convergence
is several orders of magnitude faster than that of Pegasos (the plots have a logarithmic
scale).

Figure 2.1 also contains results from our extreme failure scenario. We can observe
that the difference in convergence speed is mostly accounted for by the increased mes-
sage delay. The effect of the delay is that all messages wait 5 cycles on average before
being delivered, so the convergence is proportionally slower. In addition, half of the
messages get lost too, which adds another factor of about 2 to the convergence speed.
Apart from slowing down, the algorithms still converge to the correct value despite
the extremely unreliable environment, as was expected.

Figure 2.2 illustrates the difference between the UM and MU variants. Here we
model no failures. In Section 2.5.2 we pointed out that—although the UM version
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Figure 2.1: Experimental results without failure (left hand side) and with extreme fail-
ure (right hand side). AF means all possible failures are modeled.

looks favorable when considering a single node—when looking at the full history of
the learning process P2PEGASOSMU maintains more independence between the mod-
els. Indeed, the MU version clearly performs better according to our experiments. We
can also observe that the UM version shows a lower level of model similarity in the
system, which probably has to do with the slower convergence.

In Figure 2.2 we can see the performance of the perfect matching variant of
P2PEGASOSMU as well. Contrary to our expectations, perfect matching does not
clearly improve performance, apart from the first few cycles. It is also interesting
to observe, that model similarity is correlated to prediction performance also in this
case. We also note, that in the case of the Adaline-based gossip learning implementa-
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Figure 2.2: Prediction error (left hand side) and model similarity (right hand side) with
PERFECT MATCHING and P2PEGASOSUM.

tion perfect matching is clearly better than random peer sampling (not shown). This
means that this behavior is due to the context-dependence of the update rule discussed
in 2.5.2.

The results with local voting are shown in Figure 2.3. The main conclusion is that
voting results in a significant improvement when applied along with P2PEGASOSRW,
the learning algorithm that does not apply merging. When merging is applied, the
improvement is less dramatic. In the first few cycles, voting can result in a slight
degradation of performance. This could be expected, since the models in the local
caches are trained on fewer samples on average than the freshest model in the cache.
Overall, since voting is for free, it is advisable to use it.
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Figure 2.3: Experimental results of applying local voting without failure (left hand
side) and with extreme failure (right hand side).

2.7 Conclusions

We proposed gossip learning as a generic approach for learning models of fully dis-
tributed data in large scale P2P systems. The basic idea of gossip learning is that many
models perform a random walk over the network, while being updated at each node
they visit, and while being combined (merged) with other models they encounter. We
presented an instantiation of gossip learning based on the Pegasos algorithm. The
algorithm was shown to be extremely robust to message drop and message delay, fur-
thermore, a very significant speedup was demonstrated w.r.t. the baseline Pegasos
algorithm due to the model merging technique and the prediction algorithm that is
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based on local voting.
The algorithm makes it possible to compute predictions locally at each node in the

network at any point in time, yet the message complexity is acceptable: each node
sends one model in each gossip cycle. The main features that differentiate this ap-
proach from related work are the focus on fully distributed data and its modularity,
generality, and simplicity.
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Chapter 3

Implementation of the Gossip Learning
Framework in QMedia

In collaboration with the Technical University of Delft, we have implemented the
above-mentioned Gossip Learning Framework within the Tribler Peer-to-Peer client,
which is the main platform of QMedia [50]. We provide an initial, proof-of-concept
implementation that is modular and easily extendable.

This implementation covers the core implementation and technical details of Gos-
sip Learning Framework instead of focusing on a certain learning scenario. It can be
considered as an abstract layer between Tribler and the real learning protocols, which
provides a clear interface for these upper protocols.

This implementation follows some of the conventions of the Gossip Learning
Framework, available at

http://github.com/RobertOrmandi/Gossip-Learning-Framework

3.1 Motivation

Tribler is a social-based Peer-to-Peer system, BitTorrent client. When using this soft-
ware, a lot of data is accumulated. We can learn on this data, by using gossip learning
techniques, and improve the user experience by building intelligent spam filtering or
personalized recommender systems. In this section we give a brief overview—-as a
motivation—of what kind of end user applications can be built on the top of our im-
plementation.

As we said, one of the most promising applications of the Gossip Learning Frame-
work and its instantiation in Tribler is learning personalized recommendations based
on the large amount of data distributedly available in networks. Here, we briefly de-
scribe the commonlyto applied algorithm for building recommender systems called
Collaborative Filtering (CF) [1] and a possible initialization in the Tribler platform on
the top of the Gossip Learning Framework subsystem. We would like to highlight that
the followings have not yet been implemented, so the remaining part of this subsection
can be viewed as an example of a potential future application.
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3.1.1 Collaborative Filtering Overview

Several approaches exist for building recommender systems [1]. The diversity of
the applied techniques is huge. Some approaches apply similarity based computa-
tion [36, 40], low rank matrix factorization method [25, 29, 47], clustering [37], proba-
bility models [17], and other machine learning techniques [37] or graph based meth-
ods [43, 52]. When we try to adapt these approaches to a distributed environment like
the Tribler platform, we have to be careful since most of these approaches are too cen-
tralized to implement them in a distributed manner. For this reason, several relevant
approaches cannot be implemented in Tribler [43, 52]. A promising technique is Col-
laborative Filtering, which has a gradient descent base solution, since it is a suitable
candidate for adapting in the Gossip Learning Framework and Tribler.

In the problem statement of the Collaborative Filtering we assume that there is
given a set of users U (e.g. users of the Tribler client) where |U | = n and a set of
items I (e.g. the torrent files in BitTorrent network like Tribler’s one) where |I| = m.
Moreover we assume that some of the users rate some of the items, which indicates
how much the user likes the rated item. The rating value of user i on item j is denoted
by ri,j ∈ R. The existing rates can be ordered into a matrix R ∈ R

n×m. Usually a small
portion of the possible ratings is given in the system i.e. the number of defined values
of R is much less than n×m.

The aim of Collaborative Filtering is to fill the missing values of R automatically
(i.e. without user interaction). We expect that these predicted rating values should be
as close as possible to the real user preferences which are unknown in the system. It
is easy to see that if we have good predicted user preferences on unseen items, we can
simply recommend the top K unseen items to a user with the highest predicted rating
values corresponding to the same user.

3.1.2 Implementation Idea

As mentioned above, Tribler is a modular and easily extendable P2P platform where
a lot of data is accumulated. In the latest release of Tribler the users will be able to
rate the torrents. This new feature makes Tribler a suitable platform for implementing
a distributed recommender system. The ratings in the Tribler platform will be stored
in a distributed manner (i.e. on the users’ machines) which precludes the use of a
centralized approache. Now, we propose a possible solution for building a distributed
recommender system in Tribler based on the Gossip Learning Framework.

Our proposal is based on the low rank linear matrix factorization approach [25, 29,
47]. This techniques assumes that only a small number of features (the basis of the low
ranked decomposition) influence the preferences. This idea can be formulated as an
optimization problem which can bee seen in Eq. 3.1.

min
A∈Rn×f ,B∈Rf×m

λ

2
(‖A‖2 + ‖B‖2) +

∑

i,j:ri,j 6=null

(ri,j − 〈ui, vj〉)
2

(3.1)

Here, the rating matrix R is approximated by the product of two lower dimen-
sional matrices A ∈ R

n×f and B ∈ R
f×m which describe the user preferences and item

characteristics, respectively, in an f -dimensional feature space where f << min(m,n).
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Here λ is the regularization parameter, ui is the ith row of matrix A and vj is the jth
column of matrix B.

The 3.1 problem can be solved by applying stochastic gradient descent method [25,
29,47], which can be fitted into the Gossip Learning Framework. This approach has the
advantage that each user preference vector is stored on the user’s machine who owns
it and it is never moved. This is crucial in terms of privacy preservation. However,
there are several open questions here. One is that the matrix B that describes the
characteristics of the items is part of the model which is passed through the network.
This could be a problem when the number of items is huge, since it increases the
size of the model linearly. To keep this model size constant, we have to investigate
this phenomenon more precisely. However, we think that applying a well-designed
clustering on the items can solve the problem. These experiments will be in our focus
in the near future.

In the followings we describe the actual, existing implementation details of Gossip
learning Framework in Tribler.

3.2 Implementation details

Now, we provide a detailed discussion of the core of the Gossip Learning Framework,
as implemented in Tribler as a community, and we also show two basic learning algo-
rithms that work on top of the core. Before that, we introduce some basic concepts of
the QLectives Platform.

3.2.1 Communities in Tribler

The QLectives Platform’s version 2.0 introduces the Distributed Permission System
(Dispersy) [50] as part of Tribler. Dispersy provides a platform to build up commu-
nities. A community is basically a protocol over a set of nodes. This includes the
permission, distribution, and gossiping sub-systems. An example community is the
Barter Community, introduced in [2]. Our contribution is the Gossip Learning Frame-
work Community, which is described in detail in the next subsection.

3.2.2 General overview of the GossipLearningFramework commu-

nity

We have used the 5.4.x version of Tribler, which was the stable release at the beginning
of the collaboration. The later versions will contain some bugfixes and improvements.
We follow the version changes and port the community over time.

We have implemented a new community called GossipLearningCommunity,
which provides a generic framework for learning using gossiping. Each community
must define a number of message types that it handles. In our case, there is only one
message type called modeldata. We defined this message to contain one object of
type GossipMessage, which is the generic base class of the learning models. The
whole community uses this abstract message class, which can later be defined to be
any learning algorithm.

Each community has to define message payload conversion, that is, the encoding
and decoding of the message over the wire. We serialize our model objects using a
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Figure 3.1: A schematic view of Dispersy and other components [50].

Listing 3.1: The modeldata message type definition.

Message(self, u"modeldata",

MemberAuthentication(encoding="sha1"), # Only signed with the

owner’s SHA1 digest.

PublicResolution(),

DirectDistribution(),

CommunityDestination(node_count=1), # Reach only one node each

time.

MessagePayload(),

self.check_model, # Checking function.

self.on_receive_model, # Receiving function.

delay=0.0) # Delay for sending message.

JSON serializer that can handle a wide variety of nested data structures without any
extra effort. In the actual message over the wire, the first two bytes specify the length
of the message and the rest is the JSON-encoded representation of the model. This
solution offers great flexibility. The way we send data on the wire might change in the
future.

We have to be very careful when unserializing data that comes over the network
as it can contain malicious code. Using our custom unserializer only specific types of
data can be introduced, namely those that are subclasses of GossipMessage.

As defined by Dispersy [50], a community can govern 4 different policies of each
message: Authentication, Resolution, Distribution, Destination. Our modeldata

message defines these as shown in Listing 3.1. The message is sent to one member
in the community, with 0 message sending delay (there is delay between sending
messages, though), it uses public resolution and direct distribution. The payload is
a GossipMessage object which is converted using JSON.

The most important parts of the Gossip Learning core, namely the active and pas-
sive threads can be seen in Listing 3.2. These functions have the same semantics as the
ones in the Gossip Learning Framework described in Chapter 2.
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Listing 3.2: The code of the active and passive threads.

def active_thread(self):

"""

"Active thread", send a message and wait delta time.

"""

while True:

self.send_messages([self._model])

yield DELAY

def on_receive_model(self, messages):

"""

One or more models have been received from other peers so we

update and store.

"""

for message in messages:

msg = message.payload.message

assert isinstance(msg, GossipMessage)

# Database not yet loaded.

if self._x == None or self._y == None:

continue

# Update model.

msg.update(self._x, self._y)

# Store model.

self._model = msg

The core of the Gossip Learning Framework is made up of the above mentioned
features. These are used to implement a concrete learning protocol like the Adaline
perceptron.

3.2.3 Implementing a learning algorithm

To create a specific learning algorithm, one only has to create a subclass of
GossipMessage, implementing only the __init__, update, and predict func-
tions. These three functions also completely analogous with the Gossip Learning
Framework described in Chapter 2.

Listings 3.3 and 3.4 show the actual source code of the Adaline perceptron and
Logistic regression, respectively. As previously stated, they are both sublcasses of
GossipLearningModel and implement the 3 needed functions.

The full source of the implementation can be found at

http://github.com/csko/Tribler
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3.3 Experimental setup and results

We have tested two algorithms on the setosa-versicolor instance of the Iris database [20].
These two algorithms are Logistic regression and Adaline perceptron. The Adaline
perceptron is described in Chapter 2. We use the regularized Adaline perceptron, so
the update rule was changed to the following:

w(k+1) = (1− ηk)w
(k) +

ηk
λ
(y −

〈

w(k), x
〉

)x (3.2)

where ηk = 1
k+1

.
The best λ regularization parameter we found was 7. Both models have only a w

optimization parameter. It is easy to handle the bias term in the framework. In our
implementation, Logistic regression uses the bias term, while Adaline perceptron does
not. Initially, w = 0. The delay between sending messages was 2 seconds.

The database contains 100 examples of which 90 are used as training examples and
10 as testing examples. These examples were spread amongst all the peers so that
each peer has one example locally. Tribler uses public-key cryptography with ellip-
tic curves [9] for authentication and authorization. We created a community by gen-
erating a master public/private key-pair (Tribler/Core/dispersy/crypto.py).
After that, we created 90 peers again by creating 90 public/private key-pairs
(Tribler/Core/dispersy/genkeys.py).

Our experimental scripts started the 90 peers simultaneously using different port
and member ID settings (startExperiment.sh), initializing each of them with a
different local labeled training example (x and y). These were not complete Tribler
instances, but only the so-called "scripts" (see
Tribler/community/gossiplearningframework/script.py). This way we
could do our experiments without starting the Tribler GUI.

Each peer’s script is logging the timestamp and the current model prediction 0-1
error over the whole testing dataset. These data are aggregated (result.py) and then
plotted (plot.sh).

Figure 3.2 shows the experimental results for the Adaline perceptron and the Lo-
gistic regression, that is, the minimum, average, and maximum prediction error over
every node over the whole testing set. We can see that both algorithms converge to
an error of 0 over the whole network, however, for Adaline perceptron it takes about
2000 seconds, whereas Logistic regression only needs about 300 seconds.

As a reference, Figure 3.3 shows the results for our simulations with Peersim within
the No failure scenario (see Chapter 2). These plots display trends that are quite similar
to those obtained in our experiments.

3.4 Listings

In this section we present some of the longer code listings.
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Figure 3.2: Experimental results for Adaline perceptron (left) and Logistic regression
(right).
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Figure 3.3: Simulation results for Adaline perceptron (left) and Logistic regression
(right).
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Listing 3.3: The Adaline perceptron model implementation code.

class AdalinePerceptronModel(GossipLearningModel):

def __init__(self):

super(AdalinePerceptronModel, self).__init__()

# Initial model

self.w = [0, 0, 0, 0]

self.age = 0

def update(self, x, y):

"""Update the model with a new training example."""

# Set up some variables.

x = x[1:] # Remove the bias term.

label = -1.0 if y == 0 else 1.0 # Remap labels.

self.age = self.age + 1

rate = 1.0 / self.age

lam = 7

# Perform the Adaline update: w_{i+1} = (1-eta) * w_i + eta/

lam * (y - w_i’ * x) * x.

wx = sum([wi * xi for (wi,xi) in zip(self.w, x)])

self.w = [(1-rate) * self.w[i] + rate / lam * (label - wx) *

x[i] for i in range(len(self.w))]

def predict(self, x):

x = x[1:] # Remove the bias term.

# Calculate w’ * x.

wx = sum([wi * xi for (wi,xi) in zip(self.w, x)])

# Return sign(w’ * x).

return 1 if wx >= 0 else 0
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Listing 3.4: The Logistic regression model implementation code.

class LogisticRegressionModel(GossipLearningModel):

def __init__(self):

super(LogisticRegressionModel, self).__init__()

# Initial model

self.w = [0, 0, 0, 0, 0]

self.age = 0

def update(self, x, y):

"""Update the model with a new training example."""

# Set up some variables.

label = 0.0 if y == 0 else 1.0

self.age = self.age + 1

lam = 0.0001

rate = 1.0 / (self.age * lam)

# Calculate the probability for this instance.

prob = self.gx(x)

err = label - prob

# Compute the new w value.

self.w = [(1.0 - rate * lam) * self.w[i] - rate * err * x[i]

for i in range(len(self.w))]

def predict(self, x):

# Find the most likely class.

pos = self.gx(x)

if pos > 0.5:

return 1

else:

return 0

def gx(self, x):

"""Calculate P(Y=1 | X=x, w) = 1 / (1 + e^(w’x))."""

# Normalization

x = [x[i]/sum(x) for i in range(len(x))]

# Calculate w’x.

wx = sum([wi * xi for (wi,xi) in zip(self.w, x)])

# exp() can’t handle too high or too low parameters

if wx > 114:

return 1e-50

elif wx < -112:

return 1.0 - 1e-50

else:

return 1.0 / (1.0 + exp(wx))
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Chapter 4

Summary and Further Research
Questions

In this deliverable we have described the GOLF framework, that is designed to sup-
port a wide range of machine learning algorithms over a dynamic fully distributed
system relying only on the peer sampling service. To instantiate the framework, an on-
line algorithm needs to be implemented, along with an optional (but recommended)
merging algorithm. The framework does not move, share, or collect data directly. Only
machine learning models are moved, which makes it very difficult to infer information
about individual data records.

With relatively little effort, the framework is suitable for implementing algorithms
that were envisioned at the start of the QLectives project (recommendation and rank-
ing) as well as algorithms that were not envisioned to become part of WP2.3 (spam
filtering, vandalism detection). The GOLF framework has been implemented in the
P2P QLectives platform and the implementation has been validated on synthetic data.

Our future work involves multiple goals. The first is to study, characterize, and en-
hance the privacy preserving features of the framework more rigorously. Second, we
plan to implement various instantiations including recommender systems. Third, we
plan to contribute to the completion of WP4.4, via supporting IRT during the testing
phase of the metadata filtering algorithms.
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